UNI TED STATES TRANSPORTATI ON COMVAND USTRANSCOM | NSTRUCTI ON 33-1
Scott Air Force Base |L 62225-5357 30 June 94

Conput er Security

COVPUTER SECURI TY ( COMPUSEC)
EDUCATI ON, TRAI NI NG, AND AWARENESS PROGRAM

This instruction prescribes the policies and procedures necessary to

i npl enrent and manage the Conputer Security (COVPUSEC) Education, Training
and Awar eness Progran(ETAP) within the United States Transportation
Comand (USTRANSCOM). It inplenments applicable parts of the National
Institute of Standards and Technol ogy Special Publication 500-172,
applicable parts of the National Tel ecomruni cati ons and | nfornation
Systenms Security Directive No. 501, and Air Force System Security
Instruction 9100. It applies to all USTRANSCOM directorates and speci al
staff agencies, to include contractors who use, operate, or nanage
USTRANSCOM

1. General : This instruction 2. 3. Directorate, division, and
establishes and outlines the branch FACCSMs are responsible
procedures for the USTRANSCOM for bei ng fam liar with
COVPUSEC ETAP. Al  personnel USTRANSCOVR 205-4 and this
assigned to USTRANSCOM that use i nstruction. They will insure
conput er systens in t he that all personnel using conputer
performance of their duties will systens have been briefed by the
be briefed and receive initial Security Manager prior to being
trai ning under this program pernmitted to operate any

USTRANSCOM comput er system
2. Responsibilities:

2.4, Al conputer system users
2.1. The Information Systens are responsi bl e for bei ng
Security Br anch, TCJ6- CS, is famliar wth USTRANSCOVR 205-4,
responsi bl e for t he overal | this instruction, and adhering to
management of the COVPUSEC ETAP the policies outlined therein.
program in USTRANSCOM TCJ6- C5
personnel wll insure that all 3. Procedures:
Directorate and Special St af f
Security Managers and Functional 3. 1. COWPUSEC education and
Area Communi cations and Conputer training will consist of three
Syst ens Managers (FACCSMs) are phases.
trained and understand their
responsibilities as outlined in 3.1.1. Phase | of the COVWPUSEC
this instruction. ETAP will be conducted by the
Di rect or at e/ Speci al St af f
2. 2. Security Managers are Security Manager during in
responsible for being famliar processi ng. Security Managers
with USTRANSCOVR 205-4, Conputer and FACCSMs will be given a copy
Security Pol i cy, and this of t he Ar Force Conput er
i nstruction. They w | provide Assi st ed I nstruction(CAl),
the initial briefing and nmintain | ntroduction to Conput er
the COWUSEC ETAP docunentation Security. FACCSMs w Il insure
of all personnel assigned to that personnel review this CAl
their directorate/special staff prior to being authorized to
of fice. operate any USTRANSCOM conputer
system
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3.1.1.1. The branch FACCSM wi ||
brief personnel on any special
i nstructions, pr ocedur es, or
consi derations that pertain to
the specific conputer systemns
t hat t he per son will be
oper ati ng. Personnel will then
be required to sign and date an
i n-brief/annual training
checklist statement (Attachnent
1). The security manager will
keep the original on file and
forward a copy to TCJ6-CS.

3.1.1. 2. Users that require
access to the USTRANSCOM Local
Area Networks (LANs) wll not be
issued a login ID or password
until phase | of the training has
been conpl et ed. FACCSMs  wi | |
coordinate with the Security
Manager and enter the date that
training was conpleted in the
appropriate bl ock on t he
USERI Y Password  request sheet,
and submit it to the Network

Qper ati ons Cent er (NOO)
TCJI6- OWN.
3.1.2. Phase Il wll require all

personnel to annually review the

i n-brief/annual training
checkl i st and t he security
directives listed t herein.
Personnel will sign and date the
OFFI CI AL

MARY E. KI STER
CHI EF OF ADM NI STRATI ON

checkl i st at each revi ew.
Checklists wll be subject to
revi ew duri ng unannounced
conput er security i nspections
conducted by TCJ6-CS.

3.1.3. Phase |11 will be
conducted prior to personnel
per manent |y departing t he
comrand, i.e.; reassi gnment ,
per manent change of station,
expiration term of servi ce,

term nation of enploynent, etc.

It will consist of an outbriefing
conduct ed by t he
di rector at e/ speci al staff
security  manager. Departing
personnel wll be required to

read and sign an outbriefing
checklist statement (Attachnent

2). The original inbrief/annual
training checkl i st and t he
outbrief statenent will be sent
to TCI6-CS.

3. 2. Conpl et ed training
checklists will be naintained by

TCJ6-0S for a period of one year
after a person departs.

KENNETH R. WYKLE
Li eutenant General, U S. Arny
Deputy Commander in Chief

2 Attachnents
1. Inbrief/Annual Checkli st
2. Qutbrief Checkli st

DI STRI BUTI ON X: (TCDA, TCDS-P, TCRC, TCI G TCIA, TCPA, TCRA, TCSP,

GINPMO - 1 each; TCSG TCJ8, JTCC -

TCI3/J4 - 11.)

2 each; TCJ1, TCJ6 - 5 each;



USTRANSCOM COVPUTER SECURI TY TRAI NI NG AND EDUCATI ON
| NBRI EF/ ANNUAL TRAI NI NG CHECKLI ST

| NBRI EF

| certify that | have been briefed on Conmputer Security and have
acconpl i shed the foll ow ng:

O Worked through the AF CAl Introduction to Conputer Security.

0 Revi ewed USTRANSCOM Reg 205-4, Conputer Security Policy.

O Been briefed on operational procedures and regul ations that apply
specifically to the conputer systenms that | will be working on.

O Been briefed on proper use of passwords, governnent computer
equi pment and software to include shareware and ganes | AW USTRANSCOM
Reg 205-4.

O Been briefed on the procedures for protection of classified systens
and data, virus protection, and backup procedures.

| also understand that, if | have any know edge of possible conmpronises
of USTRANSCOM conputer systens or information, | will report it to ny
supervisor, Security Manager, FACCSM or the Information Systens Security
Branch.

Printed nane and rank Dat e

Si gnature

ANNUAL TRAI NI NG

| have received ny annual computer security brief to include a review of
the above listed items on the dates indicated bel ow

Si gnature Dat e
Si gnature Dat e
Si gnature Dat e

Si gnature Dat e



USTRANSCOM COMPUTER SECURI TY TRAI NI NG
AND EDUCATI ON QUTBRI EF CHECKLI ST

certify that | have been outbriefed on all aspects of conputer

security to include the follow ng:

O 1 have taken the appropriate steps as to the proper disposition of
any cl assified docunents, data, or equipnent prior to ny departure.

O 1 will not take any classified information, government conputer
equi prent, software or docunents, and files belonging to the
governnent with me when | | eave.

O 1 will not discuss or divulge any classified information that | may
have know edge of with anyone outside of USTRANSCOM or that does not
have a need to know.

O 1 have taken the appropriate steps to have ny accounts cl osed and
userids and passwords del eted on any conputer systems that | nmay have
had access to.

Printed name and rank Dat e

Si gnature



